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The world has changed due to the COVID-19 pandemic, and so does cybercrime. 
Cybercriminals are exploiting the coronavirus scenario and as such, questions arise 
around how they are doing it and its impact. Coronavirus and cybercrime are 
relatively new topics in the scene and there are only a handful of studies that have 
been released. Therefore, this research tries to be an introduction to the cybercrime 
and phenomenon from a classic criminological perspective, to later on go on details 
on how COVID-19 is providing a shift in opportunities for cybercriminals and how 
it influences regular, old cybercrime techniques. Finally, the empirical work will 
try to discover if cybercrime victimization rates have increased in 2020 in lack of 
official records that prove so. 




El mundo ha cambiado debido a la pandemia causada por el COVID-19, y también 
lo ha hecho la ciberdelincuencia. Los ciberdelincuentes están explotando el 
escenario creado por el coronavirus, lo que genera preguntas sobre su modus 
operandi y su impacto. Coronavirus y ciberdelincuencia son temas relativamente 
nuevos en la escena y es por ello que hay muy pocos estudios publicados. Por lo 
tanto, este trabajo trata de ser una introducción al fenómeno de la ciberdelincuencia 
desde la perspectiva de la criminología clásica, para luego dar detalles sobre como 
el COVID-19 está provocando un cambio en las oportunidades para delinquir y 
como éste influencia a las técnicas de ciberdelincuencia que ya estaban presentes. 
Finalmente, el trabajo empírico tratará de descubrir si las ratios de victimización de 
ciberdelincuencia han subido durante 2020 a falta de datos oficiales que lo 
confirme. 
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Over 163.000.000 cases and 3.300.000 deaths (WHO, 2021); even to this day, 
COVID-19 is still going strong. What started as a few cases of an unknown disease 
in Wuhan back in December of 2019, it took over the world in 2020. In order to 
fight the pandemic, almost every country in the world had to issue lockdown 
measures. Confined in their homes, a critical dependency on virtual environments 
was born. Such surge in Internet usage did not go unnoticed though; cybercriminals 
were ready to exploit it. 
The COVID-19 pandemic has brought to light many cybersecurity problems that 
have been around for years (Fontanilla, 2020). An example of this is how poorly 
remote work has been set up. There is also the issue of Law Enforcement Agencies 
lagging behind cybercrime development due to the nature of the latter, and previous 
year numbers and trends indicated that 2020 would be no different; cybercrime 
would go up; and it did (EUROPOL, 2020).  
Cybercrime is continuously changing, evolving, and adapting, which is why the 
criminological scene must periodically study it. This paper will try to fit that 
criteria; it will go through a study of cybercrime literature, track down COVID-19 
themed cybercrime cases and analyze why they are effective, compare 2020’s stats 
vs 2019’s, and finally, try profiling both victims and offenders through an empirical 
research. 
The World Health Organization, the United Nations, EUROPOL, INTERPOL and 
several other international organizations consider COVID-19 themed cybercrime 
as another type of pandemic, almost as threatening as the medical one (Wertheim, 
2020). Every effort put into analyzing cybercrime might later become the key in 





2. THEORETICAL FRAMEWORK 
2.1. The cybercrime phenomenon 
2.1.1. Defining cybercrime and cyberspace 
The term cybercrime has been historically used interchangeably with other 
expressions such as cyberdelinquency, computer crimes, cybercriminality, etc. 
Most definitions of the term just refer to cybercrime as “any crime that is facilitated 
or committed using a computer, network, or hardware device” (Naidoo, 2020). 
While these kinds of definitions are not wrong and are definitely broad (taking 
criminology’s approach), they do not reflect the evolution that t e conception of 
these crimes went through. Terms such as computer crimes perfectly expressed the 
concern for a new type of crime that arose with the appearance of the first computer 
systems, in which they were the means or the objective of crime (Miró-Llinares, 
2012). With time, the concern is focused not on the fact that the crimes are 
committed through these new devices, but rather the fact that such computer 
systems are connected in a transnational-universal communication sphere: 
cyberspace1 (Wall, 2007). Hence, for the purpose of this research, Jewkes (2006) 
definition will be adopted: 
“Cybercrime comprises any illegal act committed through (or with the assistance of) 
computer systems, digital networks, the Internet and other ICTs.” 
In cyberspace’s case, the term itself is pretty self-explanatory; i  is a relational 
construct, devoid of physical form. It can only exist as a “space” as long as here is 
interaction between its users (Miró-Llinares, 2011).  
How does this virtual space work though? As one might guess, time and space 
operate differently in cyberspace due to it not being a physical location. Space gets 
contracted, and the notion of distance disappears. Something similar happens with 
time; the compression of time makes it non-linear, which means two things: firstly, 
contact between users is instant and, secondly, an act that in the real world would 
                                                 
1 While cyberspace and the Internet are not exactly the same, for the sake of this research both terms 
might be used interchangeably. 
3 
 
be instantaneous and deciduous, can become perennial in the virtual world. Fig. 1 
exemplifies the compression of those two elements. 
There are other elements, however, that characterize cyberspace: 
Cyberspace is transnational. It has no physical location, which means it does not 
belong to any particular State, hence the inexistence of borders and hurdles in the 
way of communication.  
Cyberspace is neutral. This obeys to Net Neutrality, which are a set of rules that 
force Internet Service Providers and state legislation to treat Internet traffic as equal, 
regardless of its content or the means of access. In a practical sense, this means that 
ISPs cannot block the user’s access to certain websites. 
Fig. 1. Depiction of the contraction of space and time in cyberspace. 
 
Source: Miró-Llinares (2011). 
Cyberspace is not centralized. On the Internet there is no central or superior 
authority that can establish any type of measures regarding the access or control of 
the contents on it in a systematic or general way (Casabona, 2006). Ultimately, what 
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this means, is that each State’s law is applied instead, which is exp oited by 
cybercriminals by committing offenses in other countries where they might not be 
prosecuted. There are, however, unique tools that the States have at their disposal 
in terms of cooperation, such as the European Investigation Order, mutual legal 
assistance and Joint Investigation Teams2. 
Cyberspace is anonymized. While it is somewhat easy for Law Enforcement 
Agencies to know which device is being used to access the Internet3, it is practically 
impossible4 to identify the person using said device. Adding onto this, there are also 
other tools to mask one’s presence on cyberspace such as anonym e-mail s rvices, 
Virtual Private Networks or even the Dark Web (López, 2001). 
Cyberspace is universal. Internet’s popularity is, in and on itself, a risk factor. The 
vast number of people that access the cyberspace means that there will be both a 
large number of potential victims and uprising offenders. This constant influx of 
people also means that cyberspace is constantly evolving, which has an important 
implication; the law will always trailer on its measures, many of them becoming 
obsolete when they come into force. 
2.1.2. Criminological theories approach 
As it can be seen, cyberspace presents enough peculiarities for the criminological 
scene to wonder if it can become a new space for criminal opportunity. Since most 
criminological theories were not conceived with the Internet in mind, they have had 
to be "updated" to try to explain cybercrime. This poses a natural question: which 
criminological theory suits best? While it is not a definitive answer, the Routine 
Activities Theory (henceforth RAT) by Cohen and Felson (1979) appears to be the 
one that translates the issue fairly well (Miró-Llinares, 2011). There are a few 
reasons behind this choice. As Yar (2016, p. 263) states: 
                                                 
2 Multi-lateral agreement treaties still pose a fair share of problems though, such as time dilation and 
conflicts over the choice of law (Kent, 2015). 
3 The device can be geolocated through the Internet Protocol Address that was used to access the 
Internet.  
4 While identifying the person using a certain device is rather challenging, Law Enforcement 




First, it is an established and widely mobilized theory that has been used to analyze 
various forms of criminal behavior […]. Second, its clear analytical schema permits 
relatively straightforward application across a range of scenarios. Third, it offers clear 
cues for policy and crime-prevention, as seen in “situational crime prevention” 
strategies that draw on RAT […] 
The original configuration of the theory implies that criminal activities are 
developed when three elements converge: a motivated offender, a suitable target 
and the arise of a chance to strike, that is, the absence of capable guardians against 
a violation. These elements however, as explained previously, must be updated and 
tested to see if RAT is viable in explaining cybercrime, something that has been 
researched several times with various degrees of success (Yar, 2016)5. 
As for the motivated offender, most of the differences with the physical offender 
that the original theory proposes stem from how time and space are perceived in 
cyberspace. As Brenner and Clarke (2004) point out, in the physical world, for a 
crime to occur, both actors must be at a close distance and together at a certain point 
of time; the Internet, however, as previously stated, removes that requirement. The 
lack of any need for physical displacement ends up lowering the costs of executing 
the crime.  
That, in and on itself, is the main advantage that the cyberspace offers to offenders: 
the balance between risks/costs and reward is way too tipped in favour of the latter. 
As Yar (2005) states, people with less resources invested into committing an 
offence can still generate big profits due to the ripple effect that ICTs have (malware 
is a good example of this). There is also the fact that, due to how the Internet works, 
the attack can be performed from anywhere around the globe, adding onto the non-
traceability of the offender. 
All these factors combined lead to the disappearance of the fear of being identified 
and therefore, the consequent minimization of the fear of being arrested, which 
represent important brakes (now gone) to becoming a motivated offender. 
                                                 
5 It is a comparative study that takes into account all previous researches that tried to explain the 
viability of understanding cybercrime through RAT. 
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According to RAT, the degree to which someone is a suitable target for a 
motivated offender largely explains victimization. The concept of a suitable target 
in cyberspace is something that has been a point of discussion among the scene. 
Felson (2001) alleged that a suitable target “can be any person or property that an 
offender would like to take or control”, which would mean that although not to the 
same degree, everyone on the Internet (and their data) are open to vulnerability. 
That definition, however, is too broad. As Yar (2016) states, “the concep ualization 
of a suitable target in RAT is itself a composite made up of a number of elements, 
captured in the acronym VIVA (value, inertia, visibility, and accessibility).” The 
challenge now lies in how these elements translate into cyberspace. 
The value of the objective is pretty self-explanatory; the higher the value of the 
target, the greater the possibility of attack (Cohen and Felson, 1979). What might 
not be a valuable object by itself, can become key in cyberspace after obtaining 
certain information of it through other means. Take a 4 number string for example: 
useless on its own, but incredibly valuable after learning through data mining that 
it is associated with the “pin” concept.  
The other three elements, however, hold more doubts regarding their applicability. 
One clear example of this is found in the element of inertia, described in the original 
version of theory as “the physical properties of the item and the ease with which the 
object can be carried”. The truth is that in cyberspace the targets will generally offer 
little resistance, since they can be easily downloaded6. In that same line of thought, 
accessibility is defined as the offender’s ability to make contact with the objective 
(Felson, et.al., 2001). Since distance is compressed in cyberspace, all objectives are, 
in that sense, accessible; that makes it a characteristic dependent in the offender 
rather than in the objective itself. As for visibility, Felson, et.al. (2010) stated that 
if something is not seen by the offender, it cannot become its target. That begs the 
question of which online activities make users suitable targets for cybercrimes. 
While the answer is varied depending on the type of cybercrime that is being 
researched (Yar, 2016), a common trait is found: more interaction (be it through 
                                                 
6 Yar (2005) suggested that the inertia element could be understood as the volume of data and that 
large file sizes could indeed offer some resistance, but the evolution of ICTs and higher download 
speeds contradicts this idea (Miró-Llinares, 2011). 
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spending more time online or doing a wider range of activities) means that the user 
is most likely to become a suitable target (Miró-Llinares, 2011). 
Taken that the VIVA acronym cannot be understood as it is, authors such as Miró-
Llinares (2014) have chosen to use another one that is closer to the reality of 
cyberspace: IVI. The user or good must have been Introduced into cyberspace, it 
must have a Value to attract potential offenders, and the user must Interact online 
in order to make itself visible and contact may be stablished with the offender. 
Last, but not least, there is the issue of the absence of a capable guardianship. As 
it has been stated, due to the nature of cyberspace, there are no central organisms 
that can control and oversee what is happening on a global scale, which means that 
there is a lack of protection for potential victims. While Law Enforcement Agencies 
can act on the Internet, its scope of action is quite limited.  
That does not mean, however, that there cannot be guardians on the Internet. 
Guardianship on cyberspace can be understood in a technical, physical sense, 
through the use of antivirus or similar software (which would equal a security 
system in the real world) (Bossler & Holt, 2009), or rather, in a social sense, since 
having computer knowledge or interacting with acquaintances that do instead, leads 
to a lesser chance of becoming a victim7. 
What these guardians show though, is that they are heavily tied to the actions and 
initiative of the user; the victim must become its auto guardian. 
  
                                                 
7 This is usually relevant in cybercrimes that involve malware; a user with knowledge of the dangers 
of the Internet is less likely to get itself infected, as it might not download a suspicious file, for 
example. 
